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DETAILED ACTION 

1 . This is a Final Office Action in response to the applicant's communication filed on June 
30, 2008. 

2. Claims 1-14 have been examined and are pending. Claims 1, 2, 5, and 8-14 are rejected. 
Claims 3, 4, 6 and 7 are objected to. 

Response to Arguments 

3. Applicant's arguments filed on June 30, 2008 have been fully considered but they are not 
persuasive. 

4. Applicant's arguments fail to comply with 37 CFR 1.111(b) because they amount to a 
general allegation that the claims define a patentable invention without specifically pointing out 
how the language of the claims patentably distinguishes them from the references. 

5. In response to applicant's arguments against the references individually, one cannot show 
nonobviousness by attacking references individually where the rejections are based on 
combinations of references. See In re Keller, 642 F.2d 413, 208 USPQ 871 (CCPA 1981); In re 
Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 1986). 

The applicant argues that Schenk fails to teach "issuing keys to users from subtrees 
within the hierarchy upon the basis of their grouping." (See page 5: applicant's argument). On 
the same page, contrary to the argument the applicant admits that "Specifically, Schwenk teaches 
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issuing each individual customer a cryptographic key from a system operator or TV program 
provider (column 3, lines 25-27), and then generating group keys for each subset (column 3, 
lines 40-42) and transmitting the group keys with the help of the cryptographic keys (column 3, 
lines 42-47). The group keys can be calculated by the user by using their individual 
cryptographic keys (column 3, lines 48,-51)". From the above citation and applicant's argument, 
it is clear that the applicant's analysis is incorrect, because group keys are calculated by the user 
using individual keys. User are formed in to groups and in order to achieve authorization, group 
keys are formed and keys are assigned to the users in a group. User groups and keys are formed 
in hierarchical level 

(See Schwenk paragraph 3: lines 35-45: For example, let us assume that only 
customers 1, 2, 3, and 4 are authorized to receive the TV program, but not customer 5. In 
order to achieve this distribution of authorizations, customers 1 through 4 are grouped in 
the next higher hierarchical level~i.e., the second level preferably to form two subsets 
with two customers each. In practice this is accomplished by first generating group keys 
GKi and GK 2 for the two subsets at a central location. Group key GKi is transmitted with 
the help of the two individual cryptographic keys PKi and PK 2 of customers 1 and 2, 
whereas group key GK2 is transmitted with the help of the two individual cryptographic 
keys PK 3 and PK4 of customers 3 and 4." 

Therefore Schwenk teaches "issuing keys to users from subtrees within the hierarchy 
upon the basis of their grouping." 
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The applicant also argues that "there is no teaching or suggestion that the subsets are 
indicative of a level of service provider of the level of service to which the user is entitled." 
Again the examiner disagrees with the applicant's analysis because the user groups are formed 
and group keys are distributed to group members or users and when groups are formed they are 
based on privileges or authorization required for group members or users are entitled for. Thus 
the user groups and the user group keys are indicative of the a level of service provider of the 
level of service to which is the group user is entitled. 

Therefore, for the above reasons, the applicant's arguments are not persuasive to 
overcome the prior arts in record and place independent claims 1, 10, 13 and 14 in condition for 
allowance. Dependent claims 2-9, 11 and 12 depending directly or indirectly from their 
corresponding independent claims are also not placed in condition for allowance based on their 
dependency. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

7. Claims 1, 2, 5 and 13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Schwenk (US Pat. No.: 6, 222, 923) in view of Kitaya et al. (hereinafter referred to as Kitaya, US 



Pat. No.: 7,269,257). 
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As per claims 1 and 13: 

Schwenk discloses a method and computer entity adapted to managing security keys 
generated from a tree-structured ancestral hierarchy and issued by or on behalf of a service 
provider in order to provide selective access to provision of a service, wherein invalidation of a 
key necessitates reconfiguration of each other key within the hierarchy to the extent another key 
and an invalidated key share common ancestry, the method comprising the steps of (features of 
the invention in the preamble are not given patentable weight during examination. The 
examiner suggests to incorporate features of the invention from the preamble into body of the 
claims): 

defining at least two groups of users of the service (column 3: lines 35-48; column 4: 
lines 41-55); 

allocating within the hierarchy a distinct sub-tree domain for each group of users (column 
3: lines 48-51); and 

issuing keys to users from sub-trees domains within the hierarchy upon the basis of their 
grouping (column 4: lines 17-38). 

Schwenk does not explicitly disclose the sub-tree domains in the hierarchy are distinct. 
Kitaya, in analogous art, however, teaches the sub-tree domains in the hierarchy are distinct 
(column 3: lines 43-61; column 4: lines 25-33). Therefore, it would have been obvious to a 
person having ordinary skill in the art at the time the invention was made to modify the method 
disclosed by Schwenk to include the sub-tree domains in the hierarchy are distinct. This 
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modification would have been obvious because a person having ordinary skill in the art would 
have been motivated to provide an information processing system and an information 
processing method using an encryption key block, and a program distributing medium, which 
enables transmission of data safely to a valid user without relying on mutual authentication 
processing between a transmitter and a receiver of data as suggested by Kitaya in (column 3: 
lines 22-29). 

As per claim 2: 

Kitaya discloses method, wherein the at least two groups of users arc defined upon the 
basis of a predetermined policy which provides that users are grouped according to their 
perceived value to a provider of the service (Figure 37A-D; Entity-Ann:3710, Entity-Bnk:3720. 

As per claim 5 : 

Kitaya discloses method, wherein the ancestral hierarchy has a binary tree architecture 
(figure 3). 

8. Claims 8-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over Schwenk (US 
Pat. No.: 6, 222, 923) in view of Kitaya et al. (hereinafter referred to as Kitaya, US Pat. No.: 
7,269,257)in further view of Wajs et al. (hereinafter referred to as Wajs, US Pat. No.: 7,155,61 1). 



As per claim 8: 
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Schwenk and Kitaya do not explicitly disclose varying levels of service are available and 
a group of users of a low-service level are allocated dummy keys providing no security, thereby 
to obviate a need to reconfigure other user's keys upon their invalidation. Wajs, in analogous art, 
however, teaches varying levels of service are available and a group of users of a low-service 
level are allocated dummy keys providing no security, thereby to obviate a need to reconfigure 
other user's keys upon their invalidation (column 3: lines 43-61; column 4: lines 25-33). 
Therefore, it would have been obvious to a person having ordinary skill in the art at the time 
the invention was made to modify the method disclosed by Schwenk and Kitaya to include 
varying levels of service are available and a group of users of a low-service level are allocated 
dummy keys providing no security, thereby to obviate a need to reconfigure other user's keys 
upon their invalidation. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated to provide a conditional access system for 
broadcast applications, said conditional access system comprising a number of subscribers, each 
subscriber having a terminal including a conditional access module and a secure device for 
storing entitlements as suggested by Wajs in (column 1: lines 51-57). 

As per claim 9: 

Kitaya discloses a method, wherein the service is a dynamic service and its value is 
ephemeral and based upon its contemporaneous nature (column 7: lines 15-25). 
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9. Claims 10-11 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Schwenk (US Pat. No.: 6, 222, 923) in view of Wajs et al. (hereinafter referred to as Wajs, US 
Pat. No.: 7,155,611). 

As per claims 10 and 14: 

Schwenk discloses a method and computer entity adapted to managing security key 
distribution to a plurality of users of a service comprising the steps of: 

defining levels of service provision (column 3: lines 35-48; column 4: lines 41-55); 

allocating keys to users which are indicative to a service provider of the level of service 
to which they are entitled (column 3: lines 48-51). 

Schwenk does not explicitly disclose for at least one level of service provision, allocating 
dummy keys which do not provide security for the provision of the service. Wajs, in analogous 
art, however, teaches for at least one level of service provision, allocating dummy keys which do 
not provide security for the provision of the service (column 3: lines 43-61; column 4: lines 25- 
33). Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to modify the method disclosed by Schwenk to include for at least 
one level of service provision, allocating dummy keys which do not provide security for the 
provision of the service. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated to provide a conditional access system for 
broadcast applications, said conditional access system comprising a number of subscribers, each 
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subscriber having a terminal including a conditional access module and a secure device for 
storing entitlements as suggested by Wajs in (column 1: lines 51-57). 

As per claim 1 1 : 

Wajs discloses a method, wherein method according to claim 10 wherein the placebo keys 
operate in such a manner that a user is not able to perceive a difference between a functioning 
security key and a dummy key (column 3: lines 43-61 ; column 4: lines 25-33). 

Allowable Subject Matter 

10. Claims 3-4 and 6-7 objected to as being dependent upon a rejected base claim, but would 
be allowable if rewritten in independent form including all of the limitations of the base claim 
and any intervening claims. 

1 1 . The following is a statement of reasons for the indication of allowable subject matter: 

Claim 3 includes the following features of a digital signal recording disc and its 
corresponding methods, which are not taught or further suggested and would not have been 
obvious over prior arts of record and these features are: a first user group having the highest 
perceived value to the provider are allocated keys from a first sub-tree, and wherein keys from 
the first sub-tree share fewer ancestors with keys from other sub-trees than said keys from other 
sub-trees share with each other and keys from the first sub-tree share only one ancestor with said 
keys from other sub-trees. 
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Claim 6 includes the following features of a digital signal recording disc and its 
corresponding methods, which are not taught or further suggested and would not have been 
obvious over prior arts of record and these features are: the at least two groups of users are 
defined upon the basis of a predetermined policy which provides that users are grouped 
according to a perceived susceptibility of them ceasing to require the service, and a first user 
group having the highest perceived susceptibility are allocated keys from a first sub-tree, and 
wherein keys from the first sub-tree domain share fewer ancestors with keys from other sub-trees 
domains than said keys from other sub-trees domains share with each other; the service is a 
dynamic service and its value is ephemeral and based upon its contemporaneous nature. 

Conclusion 

12. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See the notice of reference cited in form PTO-892 for additional prior art. 

13. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
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CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 
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examiner should be directed to Techane J. Gergiso whose telephone number is (571) 272-3784 
and fax number is (571) 273-3784. The examiner can normally be reached on 9:00am - 6:00pm. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 
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